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 ABSTRACT 

 The majority of techniques developed to detect hardware trojans are based on specific attributes. 

Further, the ad hoc approaches employed to design methods for trojan detection are largely ineffective. 

Hardware trojans have a number of attributes which can be used to systematically develop detection 

techniques. Based on this concept, a detailed examination of current trojan detection techniques and the 

characteristics of existing hardware trojans is presented. This is used to develop a new approach to 

hardware trojan identification and classification. This identification can be used to compare trojan risk or 

severity and trojan detection effectiveness. Identification vectors are generated for each hardware trojan 

and trojan detection technique based on the corresponding attributes. Vectors are also defined which 

represent trojan risk or severity and trojan detection effectiveness. 
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1. INTRODUCTION  

With the increasing globalization of Integrated Circuit (IC) design and production, hardware trojans have 

become a serious threat to manufacturers as well as consumers. The use of ICs in critical applications 

makes the effects of these trojans a very dangerous problem. Unfortunately, the use of untrusted 

foundries and design tools cannot be eliminated since the complexity of ICs and the sophistication of their 

manufacture has grown significantly. Establishing a trusted foundry for fabrication is beyond the 

capabilities of most IC producers. Therefore, it is essential that effective hardware trojan detection 

techniques be developed. A hardware trojan is defined as a malicious component embedded in an IC 

which causes abnormal behavior [1].  

Hardware trojans can be implemented in microprocessors, microcontrollers, network and digital signal 

processors, Field Programmable Gate Arrays (FPGAs), Application Specific Integrated Circuits (ASICs), 

and other ICs. Figure 1 presents the classification of hardware trojan detection techniques proposed in 

[2]. They can be classified as destructive or non-destructive. Destructive techniques (i.e. reverse 

engineering), are primarily used to obtain a trojan free chip, referred to as a Golden Chip (GC), and can 

be extremely expensive and time consuming [3]. Therefore, it is often not practical to test chips using 

destructive techniques. Further, Process Variations (PVs) can result in false positives for trojan free chips 

when they are compared to a GC, and testing only a portion of the chips may be ineffective as an 

adversary can insert a trojan in only a small percentage of the chips. 

Non-destructive techniques can be classified as testing or run-time monitoring methods. Testing can be 

supported by design for security circuits, e.g. scan chains and self-test circuitry. This improves trojan 

detection effectiveness but requires that the test circuitry not be compromised. A trojan may not be 

triggered during testing or it may be designed to avoid activation until after testing is completed. 

Therefore, a trojan that does not change the chip layout or design can be very difficult to detect during 

testing. Testing approaches can be classified as logic testing or side-channel analysis. Logic testing 
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methods employ random test vectors in an attempt to activate trojan circuits and observe their effect at 

the chip outputs.  

The difficulty with this approach is the complexity of testing all internal nodes and logic values as chips 

can have very high gate densities which makes comprehensive testing intractable. Side-channel analysis 

is based on the fact that any modification to a chip should be reflected in parameters such as the dynamic 

power [4–8], leakage current [9,10], pathdelay characteristics [11–13], Electromagnetic (EM) radiation 

[14], or a combination of these parameters [15, 16]. However, side-channel techniques suffer from 

sensitivity to errors due to PVs and noise. This creates false positives and allows infected chips to go 

undetected. A good detection technique should have a high probability of detecting an infected chip and a 

low false positive probability. The advantage of side-channel techniques over logic-testing approaches is 

not having to activate a trojan to detect it. For example, parametric or inactive trojans require an internal 

or external trigger to become active. 

2. HARDWARE TROJANS AND THEIR DETECTION 

 Any attempt to address hardware security concerns should begin with a classification of the threats 

based on the processes involved in the IC production life cycle. A comprehensive model for trojan 

classification was presented in [20] which is based on eight categories: insertion, abstraction, effect, logic 

type, functionality, activation, physical layout, and location. A classification of attributes based on this 

model is illustrated in Figure 2. The relationships between these attributes were presented in [21] and 

used to identify the attributes that can be detected using a given technique. For example, a technique that 

can detect a sequential trojan circuit can also detect a combinational trojan circuit, or a technique that can 

detect a small trojan can also detect a large trojan. Methods used to detect a trojan in one category may 

also be useful in detecting trojans in other categories. As an example, a trojan introduced during the 

specification phase may affect attributes in other categories, so to be effective a technique should detect 

if a specification attribute has been compromised. In this paper, hardware trojans and hardware trojan 

detection techniques are examined based on the corresponding trojan attributes and their relationships. 

3. HARDWARE TROJAN ATTRIBUTES  

A comprehensive investigation of hardware trojan attributes was presented in [20]. These attributes 

provide a complete characterization of trojans. In [21], the relationships between the attributes were 

studied and used to describe the trojan life cycle from the insertion phase to the location phase. Assigning 

weights to these attributes was also considered. The goal was to identify related combinations of 

attributes and exploit these connections for detection purposes. 

The attributes in each category are used to identify trojans and evaluate their risk or severity. They can 

also be used to identify trojan detection techniques and evaluate their effectiveness. Each trojan is 

assigned two vectors IT and CT. The first identifies the corresponding attributes, while the second 

presents the attributes in terms of their risk or severity. Each trojan detection technique also has two 

vectors ID and CD. ID identifies the attributes that can be detected, while CD presents the attributes in 

terms of the effectiveness of the technique. Thus there are four vectors corresponding to trojan 

identification IT, trojan detection identification ID, trojan risk or severity CT, and trojan detection 

effectiveness CD. 

4. HARDWARE TROJAN EXAMPLES  

A hardware trojan is assigned two vectors {IT, CT} each consisting of eight elements. Each element 

represents the corresponding category value for the trojan. IT identifies the attributes associated with the 

trojan while CT indicates the severity of the trojan based on the attributes. These vectors provide a 

complete characterization of the trojan, and can be used to compare trojans. The vectors for two 

hardware trojan are shown in Table 11.  
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Trojan A has identification IT = {2 6 2 1 2 1 7 7} and severity CT = {2 6 4 1 2 1 5 2}, while trojan B has 

identification IT = {3 3 1 2 1 2 8 1} and severity CT = {3 3 2 2 1 3 6 1}. These trojans can be compared 

based on the severity for each category in CT. CR = 2 for trojan A and CR = 3 for trojan B means that 

trojan A is inserted during the testing phase (attribute 4), and it may affect the assembly phase (attribute 

5), whereas trojan B is inserted in the fabrication phase (attribute 3), and it may affect the testing and 

assembly phases (attributes 4 and 5). The insertion of trojan B may affect more phases than trojan A, so 

it has higher severity. CA = 6 for trojan A and CA = 3 for trojan B means that trojan A is inserted at the 

system abstraction level (attribute 6), and the other levels RTL, development environment, logic, 

transistor, and physical (attributes 7, 8, 9, 10, and 11) may be affected, whereas trojan B is inserted at the 

logic abstraction level (attribute 9), so it may also affect the transistor and physical abstraction levels 

(attributes 10 and 11).  

The insertion of trojan A may affect more abstraction levels than trojan B, so it has higher severity. CE = 4 

for trojan A and CE = 2 for trojan B means that the effect of trojan A is to leak information (attribute 13) 

from a chip, whereas the effect of trojan B is to change the system functionality or cause denial of service 

(attributes 12 or 15). Although trojan B can change the chip functionality or prevent it from working as 

expected, trojan A is considered more serious. 

5. TROJAN DETECTION TECHNIQUE EXAMPLES  

A trojan detection technique is assigned two vectors {ID, CD}, each consisting of nine elements. The first 

identifies the trojan attributes that the technique is effective against. The second specifies the 

effectiveness against trojans which have these attributes. These vectors provide a complete description 

of the trojan detection technique. Table 12 presents the identification and effectiveness vectors for a 

number of hardware trojan detection techniques.  

The effectiveness of the detection techniques can easily be compared using this information to determine 

which is best for a given system. We consider a comparison of the two techniques given in Table 13. The 

first technique is from [8] and has identification ID = {3 3 B 1 2 4 7 V 1} and effectiveness CD = {3 3 7 1 2 

3 5 5 2}, while the second technique is from [16] and has identification ID = {3 3 1 3 1 4 7 V 4} and 

effectiveness CD = {3 3 2 3 1 3 5 5 3}. From Table 13, both techniques have the same values of CR, CA, 

CC, CP and CO, but differ in in the other four effectiveness parameters. CE = 7 for the first technique 

means that it can detect trojans that affect three attributes, and IE = B indicates that these attributes are 

change in functionality, information leakage, and reduce reliability (attributes 12, 13, and 14).  

On the other hand, CE = 2 for the second technique means that it is designed to detect a trojan inserted 

to change functionality or create a denial of service (attributes 12 or 15). IE = 1 indicates that it is change 

in functionality (attribute 12). A defender should choose the first technique if the target system deals with 

sensitive information so that a trojan designed to leak information is the main threat. 

6. CONCLUSION 

 The sophistication of hardware trojan detection techniques has been increasing in an attempt to improve 

detection rates. However, this makes it difficult to compare different methods and their effectiveness. A 

comprehensive evaluation of the attributes of hardware trojans is used here to classify detection 

techniques. This evaluation is also used to measure and compare the severity of these trojans. The 

attributes are ranked and weighted according to their importance in the detection process. The proposed 

approach provides a means of evaluating existing as well as new trojan detection techniques. In addition, 

it can be used to compare detection techniques and determine their effectiveness. 
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